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 Practical 8 : Man In The Middle Attack 

 

1. Open Terminal and “type ettercap –G” 

 

2. Ettercap GUI will open after entering the command 

 

3. Click on the Tick  icon to start sniffing. 
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4. Click on Search  Icon to search for host. 

 

5. Open CMD on windows and type ipconfig and note down the IP Address 

and Gateway. 
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6. Write ping www.google.com -t (to check if our sniffing is successful or not, 

we ping Facebook to check the packet loss after arp spoofing). 
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7. Click on targets and add click on add targets, in target 1 add the gateway and 

in target 2 add your computers ip. 
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8. Click on MITM  and select ARP poisoning. 

 

9. Click on sniff remote connections. 

 

10. Open cmd and see that ping command it will show request timeout or ms 

will go up. 
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11. Press control c and stop the ping command there will loss shown in 

percentage. 

 

12.  In cmd type “ftp ftp.dlptest.com” or any other free ftp server. for username 

enter dlpuser and for password enter “rNrKYTX9g7z3RgJRmxWuGHbeu” 
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13.  Now go back to the Ettercap the username and password entered in windows command line will 

be shown in ettercap in linux. 

 

  


