Advance Security in Computing

Practical 8 : Man In The Middle Attack

1. Open Terminal and “type ettercap —-G”

amit@kali; ~

File Actions Edit View Help

:~% ettercap -G
ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

2. Ettercap GUI will open after entering the command

Ettercap 7

Setup
Sniffing at startup
Primary Interface  ethQ

Bridged sniffing

Bridged Interface

3. Click on the Tick - icon to start sniffing.
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Ettercap

8230 mac vendor fingerprint
1766 tcp OS fingerprint
182 known services
ua: no scripts were specified, not starting up!
tarting Unified sniffing...

4. Click on Search ﬂ Icon to search for host.

Ettercap

ua: no scripts were specified, not starting up!
ptarting Unified sniffing...

Randomizing 255 hosts for scanning...
bcanning the whole netmask for 255 hosts...
B hosts added to the hosts list...

5. Open CMD on windows and type ipconfig and note down the IP Address
and Gateway.

By Amit Kushwaha | Seatno. FMIT2122011



Advance Security in Computing Page | 38

ipconfig
Windows IP Configuration

Wireless LAN adapter Local Connection*® 1:

: Media disconnected

Connection® 1@:

: Media d onnected

Adapter VMnetl:

ction-spe
ll

Subnet M
Default

lireless LAN adapter Wi-Fi:

Connection-speci

= ]
S

Network Connection:

: Media disconnected

6. Write ping www.google.com -t (to check if our sniffing is successful or not,
we ping Facebook to check the packet loss after arp spoofing).
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em32icmd.exe - ping google.com -t
ws [ 1e.8
Microsoft Corporation. All

g>ping google.com -t

o o=~

of data:

19

¢ Trom !
y from :
nly from
ply from !
nly from
y from !
y from :
nly from

7. Click on targets and add click on add targets, in target 1 add the gateway and
in target 2 add your computers ip.

Ettercap @

Targets
Hosts
View
Filters
Logging
Plugins

/

ua: no scripts were specified, not starting up!
ptarting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
P hosts added to the hosts list...
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Targets X

Target 1
192.168.0.1

Delete

Targets x

Target1
192.168.0.1

Delete

9. Click on sniff remote connections.

Ettercap

Target 2

192.168.0.106

Delete

Ettercap

Target 2 ARP poisoning...

192.168.0.106 NDP pe
ICMP red

SSL Intercept

EEGE

Cancel MITM Attack: ARP Poisoning

Optional parameters

‘7 # Sniff remote connections.

Only poison one-way.
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10.0Open cmd and see that ping command it will show request timeout or ms

will go up.
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11.Press control ¢ and stop the ping command there will loss shown in
percentage.

d = 48
Approximate round trip nes in milli

Minimum = 2Zms, Maximum = 41ms, Ave

12. In cmd type “ftp ftp.dIptest.com” or any other free ftp server. for username
enter dlpuser and for password enter “rNrKYTX9g7z3RgIRmxWuGHbeu”

By Amit Kushwaha | Seatno. FMIT2122011



Advance Security in Computing Page | 42

tp ftp.dlptest.com
p.dlptest.com.

support DLP ://commerce.coinbase.com/checkout/

dlpuser

13. Now go back to the Ettercap the username and password entered in windows command line will
be shown in ettercap in linux.

ARP poisoning victims:

GROUP 2:192.168.0.106 00:E1:8C:AC:C4:7A
FTP:35.163.228.146:21 -> USER: dlpuser PASS: rNrKYTX9g7z3RgJRmxWuGHbeu
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